
awdc - templates guidance

This document provides guidance on the use of the templates provided to you by AWDC.  In the below table you can find each template with some guidance on why and when to use such document.

	
	Template
	Purpose of the template
	What you need to do

	1.
	General notification (article 64, §3 AML)
	This template provides a general notification to your clients in accordance with Article 64, §3 AML which states that you have a legal obligation under the AML to process certain personal data in order to prevent money laundering and financing of terrorism. 
	This general notification should be included in your privacy statement and in communications with your clients (such as email or letters). 

Note that AWDC added this notification to the AWDC client letters which you can use to gather KYC data from your clients.

	2.
	Consent form (direct marketing)
	In some cases, you may need to ask a data subject for his/her consent before processing his/her personal data. This will be the case, for example, if you conduct certain direct marketing activities (such as sending newsletters and other marketing materials). This consent form provides a template to ask consent in accordance with applicable rules on consent.
	In case you need to ask a data subject his/her consent, you provide the data subject with this document. When you obtain consent, this should be documented in order to demonstrate that you obtained consent.

	3.
	Data protection policy (handbook)
	This is an internal policy on data protection which stipulates how your company processes personal data and provides guidelines to your personnel on how to handle personal data during the performance of their tasks. 
	Provide this policy to your personnel in order to enable them to get familiar with the guidelines/instructions. 

	4.
	Privacy notice
	This document provides information towards your data subjects (not employees) about how you process the personal data of your data subjects, which third parties it engages, the safeguards and principles it undertakes in that respect.
	You can place this template on your website or you can include this as an addendum to your documentation that you provide to new clients. You can also print some copies which you can make available to the data subject at his/her request at your premises (e.g. at the reception desk).

	5.
	Employee privacy notice
	An Employee Privacy Notice addresses how your organisation processes all its employee data, which parties it engages, the safeguards and principles it undertakes in that respect. 
	Make a reference to the employee privacy statement in the employment contract (see, template 6) and include the employee privacy statement as an annex. Also inform your employees that they can request for a copy at no cost.

	6.
	Data protection clause
	This template ensures that your employee acknowledges to have received a copy of the data protection documents (such as the data protection policy and the employee privacy notice).  As a result, it becomes legally binding.
	Include the data protection clause in your template employment agreement, with regard to new employees. With respect to existing employees, you can introduce the data protection clause to the work regulations or include it in the employment agreement. In the latter case, the employee needs to sign the addendum. In the first case you will need to demonstrate receipt of the work regulations.

	7.
	Data breach incident response manual
	This template details a complete step-by-step plan how personal data breaches need to be escalated in a timely manner.
	Use this template in response to a personal data breach. 

	8.
	Data protection impact assessment (DPIA)
	This template, in the form of a questionnaire, details how you should assess the impact of a personal data processing activity and helps you to identify and minimize the data protection risks of high risk data processing activities.
	Use this template in case you introduce a processing activity which is likely to result in a high risk to the rights and freedoms of individuals (e.g. when you install surveillance cameras for security reasons (CCTV) you will need to undertake a data protection impact assessment).
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